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Controlled Unclassified Information (CUI)

What is the CUI Program?

The CUI Program is an information security reform
that standardizes the way the executive branch
handles information that requires protection

What is CUI?

Controlled Unclassified Information (CUI) is
information that requires safeguarding or
dissemination controls pursuant to and consistent
with applicable laws, regulations, and
government-wide policies.

Policy and Guidance

e Executive Order 13556

e 32 CFRPart 2002 (Implementing Directive)

e CUI Marking Handbook
* CUI Notices

e CUI Notice 2020-01 (CUI Implementation Deadlines)
e CUI Notice 2020-02 (Alternative Marking Methods)

e NIST Publications
e OMB Circular No. A-11
e CUI Advisory Council

CUI Registry

The CUI Registry is the Government-wide online repository for Federal-level guidance regarding CUI policy and practice. However, agency personnel
and contractors should first consult their agency's CUI implementing policies and program management for guidance.

Search the Registry: Go |

Categories, Markings and Controls: Policy and Guidance

« Category-Subcategory List * Executive Order 13556

e 32 CFR Part 20023 (Implementing Directive)
« CUI Marking Handbook[®

« Decontrol * CUI Notices

* Category-Subcategory Markings
* Limited Dissemination Controls

 Registry Change Log

CUI Glossary
Training Tools Contact Us! g Additional Tools
Learn about training tools Contact an = ::f\myf‘:"c‘ﬁfdd"“’”al’°°‘5’°’
developed by the Executive | SN
Agent for CUI users. o CUI Coversheets
Agency o CUI Marking Trifold Brochure

o Audio/Photo/Video Markings
Brochure

www.archives.gov/cui
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CUI Program Blog

Quarterly CUI
Program
Updates!

FOLLOW BLOG VIA EMAIL

Enter your email address to follow this
blog and receive notifications of new
posts by email.

Email Address

{ FOLLOW )

https://isoo.blogs.archives.gov/




We will address:

= Purpose of markings, some of the basic elements
of marking, specific markings focusing on paper
markings, electronic items and miscellaneous
marking

= How to mark (emails, spreadsheets, databases,
etc.), how to portion mark and supplemental
administrative markings




Why Mark CUI?

= We mark to inform users or recipients that information is
CUI

and to alert them of any dissemination or safeguarding
requirements
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CUI Basic and CUI Specified

_ Laws, Regulations, or Government-wide
CUI Basic policies DO NOT require specific
protections

Laws, Regulations, or Government-wide

policies require specific protections. For
CUI Specified example:

(Requires unique - Unique markings
markings) - Enhanced physical safeguards
- Limits on who can access the information
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CUIl includes, but is not limited to:

— Privacy (including Health) - Financial

- Tax - Intelligence

- Law Enforcement - Privilege

— Critical Infrastructure - Unclassified Nuclear

- Export Control - Procurement and Acquisition

/
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Legacy Information and Markings
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All legacy information
is not automatically
CUI. Agencies must

determine what legacy

information qualifies
as CUI

CUL/CATEGORY//DISSEMINATION

INFORMATION SECURITY OVERSIGHT OFFICE

700 TENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGT
INFORMATION SECURITY
OVERSIGHT OFFICE

www

CUINotice 2018-XX: C lled Unclassified

ion (CUI) Marking Sample

June 20, 2018
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Walvers For Legacy Information

It is information marked prior to the CUIl program

Many agencies are pursuing a Legacy information
waiver

Waiver states: you do not have to remark the
Information unless you reuse or transmit it
outside of the agency

- Consult your Agency policy

When transmitting or transferring legacy
information, the marking/identification
requirement can be satisfied by using a cover
sheet/transmittal document or an indicator in an




Alternative Markings

= When itisimpractical for an agency to individually mark
CUI due to quantity or nature of the information, or when
an agency has issued a limited CUl marking waiver,
authorized holders must make recipients aware of the
information's CUI status using an alternate marking
method that is readily apparent (for example, through
user access agreements, a computer system digital
splash screen (e.g., alerts that flash up when accessing
the system), or signs in storage areas or on containers)

= Marking in the physical environments (boxes, inventories)




System Markings

Agencies may authorize or require the
use of alternate CUl indicatorson IT
systems, websites, browsers, or
databases through agency CUI policy.
These may be used to alert users of the
presence of CUl where use of markings
has been waived by the agency head.

You must accept the license agreement before continuing,

You are accessinga U.S. Government (USG) information
system (IS) (whichincludes any device attached to this
information system) that is provided for U.S. Government
authorized use only. This system contains CUI. |
acknowledge that failure to abide by these terms and the
other parts of the user agreement may result in revoked or
suspended access privileges.

(¢ | accept the agreement
(" | do not accept the agreement
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Designation Indicator

= Alldocuments containing
CUI MUST (hard
requirement) indicate the
agency of designation

- This may come in several

forms, including a
letterhead, signature
block, or “controlled by
line”

= A Dbest practiceis also to
include the contact
information of the
designating agency, and
identify a point of contact
or division within the
organization

= On an email it would be:
@nara.gov
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Designating
Agency
Indicator

CUI

\% Department of Good Works
Washington, D.C. 20006

June 27,2013

MEMORANDUM FOR THE DIRECTOR

From: John E. Doe, Chief Division 5

Subject: Examples

We support the President by ensuring that the
Government protects and provides proper access to

information to advance the national and public interest.

We lead efforts to standardize and assess the management
of classified and controlled unclassified information

Contact
Info

through oversight, policy development, guidance,
education, and reporting.

All questions can be directed to the Security
and Inspection Division, 123-456-7890

CUI




CUI Banner Marking Breakdown
CUI Cat o : o
CUI Control Marking Markei]nzg(ci)fry Limited Dls:/lemklpatlon Control
required) arking

| |
CUI OR CONTROLLED//CATEGORY//DISSEMINATION

MANDATORY:
CUI Banner Markings must appear on the top portion of the page
Optional Best The Banner Marking should be easily
Practhe: Control distinguishable and readily apparent
marking at the (bold, capitalized and centered when
bottom of the page feasible)
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CUI Control Marking

Cul Cgteggry Limited Dissemination Control
Marking (if Marking
required)

l | N \
CUI OR CONTROLLED//CATEGORY//DISSEMINATION

MANDATORY:
CUI Banner Markings must appear on the top portion of the
page
All that is required The Banner Marking
You have the for CUI Basic should be easily
choice of using distinguishable and
CUI readily apparent
(bold, capitalized and
or the word centered when
CONTROLLED feasible)
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CUI Category Marking
E—=d
l | | I

CUI OR CONTROLLED//CATEGORY//DISSEMINATION

The CUI Category Marking is separated from the Control
Marking by double forward slash. When including multiple
Category Markings they should be separated by a single
forward slash




CUIl Registry

Blogs - Bookmark/Share - Contact Us

*NATIONAL ARCHIVES S

RESEARCH OUR RECORDS VETERANS' SERVICE RECORDS EDUGATOR RESOURGES VISITUS AMERICA'S FOUNDING DOCUMENTS

Controlled Unclassified Information (CUI)

Home > Controlled Unclassified Information (CUI) > CUI Categories

CONTROLLED

UNCLASSIFIED N
I CUI Categories
Use the CUI logoContact Us

Contact an Agency

About CUI **x** IMPLEMENTATION REMINDER FROM THE EXECUTIVE AGENT *****

CUI History

FAQs Existing agency policy for all sensitive unclassified information remains in effect until your agency implements the CUl program. Direct any questions to
CUI Registry your agency's CUl program office.

Categories
CUI Markings

Limited Dissemination :
Controls Search the Registry | GO

Decontrol

Registry Change Log

Policy and Guidance CUI Categories

Glossary
CUI Reports
CUI Training ® CUI Categories are listed alphabetically within organizational index grouping.
CUI Resources ® Select a Category to view associated detail information.

CUI Blog Organizational Index Grouping CUI Categories

Critical Infrastructure e Ammonium Nitrate

o Chemical-terrorism Vulnerability Information
o Critical Energy Infrastructure Information
* Emergency Management

® General Critical Infrastructure Information
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CUIl Registry

*NATIONAI

RESEARCH OUR RECORDS

ARCHIVES

VETERANS' SERVICE RECORDS

Blogs - Bookmark/Share - Contact Us

AMERICA'S FOUNDING DOCUMENTS

‘ Search Archives.gov

EDUGATOR RESQURGES

Controlled Unclassified Information (CUI)

Home > Controlled Unclassified Information (CUI) > CUI Category: Federal Taxpayer Information

CONTROLLED
I I UNCLASSIFIED
INFORMATION

Use the CUI logoContact Us

Contact an Agency

About CUI Category Description:
CUI History
FAQs
CUI Registry
Categories
CUI Markings

Limited Dissemination
Controls

Decontrol
Registry Change Log

Policy and Guidance R
Category Marking:

Glossary
CUI Reports Banner Format and Marking
CUI Training Notes:

CUI Resources

CUIl Blog

CUI Category: Federal Ta

Banner Marking: CUI//SP-TAX

Related to returns an
responsibilities to comp

urn information which are submitted, gathered or generated in conjunction with taxpayers’
with federal tax provisions in the United States Code.

“Returns” includes information that is provided to the government pursuant to Title 26, including tax or information returns,
declarations of estimated tax or claims for refund. “Return information” includes a taxpayer’s identity, the nature, source or
amount of income or any information received by, recorded by, prepared by or furnished to Internal Revenue Service relevant to
the determination of tax liability including whether the taxpayer is the subject of investigation. This protection extends to such
items as medical, financial and other personal information submitted to the IRS by taxpayers. Standards (typically tolerances,
audit criteria angdaw enforcement techniques) related to the selection of returns for examination should only be disclosed to the
extent their dj ure would not impair assessment, collection or enforcement under the internal revenue laws. Tax data
originatin — nfidential status even when it resides with agencies other than the IRS.

TAX

Banner Forma
CUl//Category MaiWghg//Limited Dissemination Control

Marking Notes:

® The CUI Control Marking may consist of either the word “CONTROLLED” or the acronym “CUI”, depending on agency policy.

* Category marking is optional when marking Basic CUI unless required by agency policy. Example: CUl//Limited Dissemination
Control.

* Category Marking preceded by "SP-" is required when marking Specified CUI. Example: CUl//SP-Category Marking//Limited
Dissemination Control

* Whether CUI is Basic or Specified is determined by the applicable Safeguarding and/or Dissemination Authority for a given instance

https://www.archives.gov/cui/registry/category-marking-list
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CUIl Registry

Notes for Safeguarding, Dissemination and Sanction Authorities:

* CUI Specified authorities include specific handling practices that differ from general CUl requirements. For Specified authorities, reference individual
Safeguarding/Dissemination control citations for distinct requirements

Whether CUI is Basic or Specified is determined by the applicable Safeguarding and/or Dissemination Authority for that CUI.

e Each "Safeguarding and/or Dissemination Authority" citation links to the statute, regulation or government-wide policy authorizing the control of that information as
CUL.

e Each "Sanctions" authority links to the statute, regulation or government-wide policy that includes penalties for CUI misuse of CUI for the associated "Safeguarding
and/or Dissemination Authority” on the same line.

Safeguarding andlor P ’\Uthority . Marking
Specified

26 USC 6103[A CUI//SP-TAX 26 USC 7213[3
26 USC 7213A[8
26 USC 7431
26 USC6110[8 Specified CUI//SP-TAX 26 USC 6110(j)
26 USC 7213[A4
26 USC 7213A[8
26 USC 7431
42 USC 1306(a)(1) Specified CUI//SP-TAX 42 USC 1306(a)(1)
26 CFR 301.6103(i)-1(b) [ Specified CUI//SP-TAX 26 USC 7213[Q
26 USC 7213A[8
26 USC 7431 [
IRS Publication 1075 [ Specified CUI//SP-TAX

Authority links are updated based on regular re-publication of the United States Code and Code of Federal Regulations, and the CUI Registry maintenance schedule.

# PDF files require the free Adobe Reader. (&
More information on Adobe Acrobat PDF files is available on our Accessibility page.

https://www.archives.gov/cui/registry/category-marking-list
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CUI Limited Dissemination Controls
required)
[ | [ |

f \
CUI OR CONTROLLED//CATEGORY//DISSEMINATION

= CUI Limited Dissemination Control markings follow the
Category marking and are separated from the other
elements by double forward slash.

= When including multiple Category Markings they
should be separated by a single forward slash

= When a document contain multiple Limited
Dissemination Control Markings, those Limited
Dissemination Control markings MUST be alphabetized
and separated from each other with a single forward
slash




What have we learned so far

We learned:
v why we mark CUI
v’ the two kinds of CUI (Basic and Specified)
v/ about Legacy information
v/ about Waivers for Legacy information
v/ about System markings

v/ what a Designation Indicator is and why its
Important
v’ the different parts to the CUI Banner Marking




Coversheet and CUIl Media Labels

CUI

ATTENTION This medium is

e e conpri i i
e s U I

U.S. Government Property
Protect it from unauthorized

disclosure in compliance with applicable
executive orders, statutes, and regulations

ATTENTION

Handling, storage, reproduction. and disposition of the attac
be in accordance with 32 CFR Part 2002 and applicable agency policy.

B ~ This medium is

any

grouping(s) of users, provided such withorin
furtherance of a Lawful Govemment Purpose and in a manner consistent with
applicable law, regulations, and Government-wide policies

U.S. Government Property

Standard Form 901:
Detailed Coversheet

= Coversheets are optional, but can replace Banner Markings
= [t canalso include categories/dissemination controls or list/originator designation
= Download from the CUl Registry at: www.archives.gov/cui/additional-tools
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Use of Coversheets while teleworking

Reminder:
when using an
SF 901 (CUl
Coversheet)
you can be print
it out Purple or
black and white

4
Coversheets
s 2
Purple
s 2
Black &
White
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Mandatory CUI Banner Marking

cul = |[tis MANDATORY to
ﬁ e b 0000 Include a banner
marking at the top of
MEMORANDUM FOR THE DIRECTOR the page denoting
From: John E. Do, Chif Division Controlled Unclassified
st Pl Information

We support the President by ensuring that the Government
protects and provides proper access to information to
advance the national and public interest.

We lead efforts to standardize and assess the management n O p ti O n a I y b est p ra Ct i C e

of classified apd contrglled unclassified information . .

Ly development gidanc Is to include on bottom
as well, it MUST be
Identical to the top

CUI - Footer markings are optional

l CONTROLLED
I | UNCLASSIFIED
INFORMATION




Marking CUI Basic

CUI

For CUIl basic the Laws,

% Wehineton D.C 20006 Regulations, or

S Government-wide policies DO
MEMORANDUM FOR THE DIRECTOR NOT require specific protections.

From: John E. Doe, Chief Division 5

Subject: Examples

We support the President by ensuring that the
Government protects and provides proper access to
information to advance the national and public
interest.

Category markings are optional
unless required by Agency policy

We lead efforts to standardize and assess the
management of classified and controlled unclassified
information through oversight, policy development,
guidance, education, and reporting.
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Markings per Authorities

= Certain categories CONTROTLED/SP SPECITED.
of CUl require additional o oo
markings/indicators that e
are called for in the ARG,
LRGWP T

Required Subject: Examples
Indicators

We support the President by ensuring that the Government
protects and provides proper access to information to
advance the national and public inferest.

oNlassified and controlled unclassified information
gh oversight. policy development. gnidance,
ion, and reporting.

= See your Agency policy

WARNING: These are words required by the authonty. This
text 15 stand 1n text only, please see the CUI Registry and the
applicable law regulation or government-wide policy for exact
requirements. These are words required by the authonty.
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Marking Multiple Pages

= The make up of the CUlI Banner for a multi-page document is
essentially the sum of all of the CUIl markings in the document;
include all specified category markings and any limited dissemination
control markings used throughout the document in the banner

| CUV/SP-EXPT/EXPTR/FED ONLY/NOFORN

| CUV/SP-EXPT/EXPTR//FED ONLY/NOFORN

CUI/SP-EXPT/EXPTR//FED ONLY/NOFORN e e S Uit DR erteris Gl
bt hcne M o (AW G XA COL TR
y  ometg Sl besd {8 2011 semgmens ez 621} Fropones
mmmm
CUI Notice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample A St mwmmmm e e

hmﬁuﬂwwhudmm
une i e sy Y coomrep: meahuisticmmsndsy, (STUY
Tune 20,2018 ﬂﬂwm et g R, TR, o7 GoemTERaiEs

AT, fegEre mmls OO Bets

B R IR e s CII Bafam B=(
Background and Authority (i ety fom i, o Gt
icaitich oy drr-ymsidap=we ot ]
= B, sl irfiecd ifeertn SRetete W Midmdesn oGERy= |,
mmmmmmm mm“’ mmmmmm m? mmq;mnm‘_m
Tt tehie norf o i o Nioreres, e dgridiboerhedn@ir, - TDR b Gty ey, DR
mmmmmmwm& & 5 I TG, TR0 m S mmte
Definitions s e et T B B fetened, o, T e e ity = D hmptmizn i 7
iR comisniclz i Sl NN (S Yttt mores]
i B & O i o O St s ity n, iy, W GRS e
T (= S e T s (il w St . ApEsts bl O Bt , R eitmphtisines TR Cmtr sy B0
i T i e af srnns o= T i & GRE 2 enf s GLT By B0 — T T O TG, miih =y Teaaes
T pets cr T3 i, LR s s Bmrires!, womity 85 cimmm ity @ P hmpia it i et g

ey e S & 55 G TR, T mye i opmt
e st i frfty o ) B o apfieR i . ot ) ooy S Rp— .
- 2 7 ST, 84 s A
Tz w1 T Bye . Tonmmts B Bt emmlm i [ Oy = DR m aptn e i =47
=t s st B TR T TG, TR0 ey A
[ mmf et e g o D m et in i R
T T 2

5L S, & s i s? GRl Gl i ety Iom mpfiem, o Gormomsa
o iy Gerehs s Immiiyy Grmms T=nh ot o emts Speme e TS 0=
T o s G G2 s, Bes () Z04Ahg.

Guidance

(i et doindemt e alewiSipoin Semiibaoesmintcifeor omrtiolie]
ool cifheeomdeny Romini-Raiys @ R OISO (R i el Gt
Hrml st ol e STk vl Sty o ) o epten s e el 2
i &t SrrsomeTs Fmes 1
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Marking CUI Specified

CUI/SP-PRVCY
g \ SP-PRVCY denotes Privacy Information- specified

Department of Good Works . . .
Washington, D.C. 20006 CUI that is handled with unique controls

June 27,2013

MEMORANDUM FOR THE DIRECTOR

From: John E. Doe, Chief Division 5 u Since CUI SpeCified Can Ca" for

Subject: Examples different controls and protection

Govemmment rotecs and aorides poper soees 1 than CUI Basic, it is mandatory

information to advance the national and public . .

) to label it in a banner (SP-)

mansgerment of classifed and conrolled anclasifed = All categories relating to

information through oversight, policy development, R . .

guidance, educatign, and reiort?ng. ’ ’ S peC | fl ed IN fo Fma t [0]f] M U S T
have SP- precede the category
marking
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CUI Specified Category marking

= CUI Category marking are separated
by a double forward slash (//) from the
CUI Control Marking
- If there are multiple CUI Category
markings in the banner they must be
separated by a single forward slash (/)

= Note that in the example provided:
- The mandatory CUIl marking is present
- The category, critical infrastructure (CRIT),
falls after two forward slashes (//)
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CUI//SP-CRIT

% Department of Good Works
Washington, D.C. 20006

June 27,2013

MEMORANDUM FOR THE DIRECTOR

From: John E. Doe, Chief Division 5

Subject: Examples

We support the President by ensuring that the
Government protects and provides proper access to

information to advance the national and public
interest.

We lead efforts to standardize and assess the
management of classified and controlled unclassified
information through oversight, policy development,
guidance, education, and reporting.




When to use Limited Dissemination Controls

= Use them to highlight requirements found in the
underlying laws, regulations, or government wide
policies,

= Agency dissemination practices

= Cautionary note: The misapplication of them
could negatively impact the dissemination of CUI




Limited Dissemination Controls

= Limited Dissemination
Controls are not CUI//SP-XXX//NOFORN

m a n d a to ry Department of Good Works
Washington, D.C. 20006

= Limited Dissemination In this example,
Controls Markings are June 27, 2013 \ the specified
separated from other MEMORANDUM FOR THE DIRECTOR category is
e I e m entS Of t h e ba n n e r by From: John E. Doe, Chief Division 5 indicated by
tWO fO Frwa rd SIaSheS (//) Subject: Examples SP-XXX’ an,d the
“No Foreign
Govetmment ratets and provides proper acess dissemination™
] W h en a d ocume nt information to advance the national and public interest. control is used.

CO nta i nS m u Iti ple Li m ited We lead efforts to standardize and assess the

management of classified and controlled unclassified

D i ssem i na t i on C on t ro I information through oversight, policy development,
. . . guidance, education, and reporting.
Markings, those Limited
. . . We lead efforts to standardize and assess the
D ISSemina t 10N C on t ro I management of classified and controlled unclassified

information through oversight, policy development,

Markings Sepa rated by a guidance, education, and reporting.
single slash (/)
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What have we learned so far

We learned:
v how and when to use a CUl Coversheet
v what a Banner Marking looks like
v/ about marking per authorities
v/ how to mark multiple pages
v what a Category Marking is and how to use it

v/ what CUI Specified marking is and how to use it
v what CUI Basic marking is and how to use it
v when to use Limited Dissemination Controls




Marking Emails

= When marking emails itis
mandatory to include a
Banner Marking to
indicate that the email
contains CUI

= |tis best practice to
include an Indicator
Marking in the subject line

= |[fthe email is forwarded,
the Banner Marking must
be carried forward

= |f sending an attachment
that contains CUI, the

Optional
Subject
Line

Fwd: Agency Information [Contains CUI]

Not.A.Realemployee@dot.gov (]

Indicator
Marking

Mandatory
Banner
Marking

name of the file can
contain a CUl indicator

Optional
Attachment
Indicator
Marking

CONTROLLED
UNCLASSIFIED
INFORMATION

I

Fwd: Agency Informilon [Contains CUI]

CUI//SP-PRVCYI/IFED ONLY

Please see the note from NARA.

--------- Forwarded message --------—-

From: Lorem Ipsum <lorem.ipsum@nara.gov>

Date: Mon, June 22, 2018 at 8:20 AM

Subject: Agency Information [Contains CUI]

To: Random Employee <Random Employee@opm.gov>

CUI//SP-PRVCY//FED ONLY

This Rule affects Federal executive branch agencies that handle CUI and all
organizations (sources) that handle, possess, use, share, or receive CUl--or which
operate. use, or have access to Federal Information and information systems on behalf
of an agency

Other Random Employee
Controlled Unclassified Information
Information Security Oversight Office

Agency Informagion [Contains CUI].docx (12K) X

El: cem=o i W | -




Marking emails cont.

= When sending an email
where the attachment is
removed and the email no
longer contains CUI, add the
following statement below
the banner marking:

- “When attachmentis
removed, this email is
Uncontrolled
Unclassified
Information”

= |ndicators in the subject line
and attachments should
appear at the end

= Reminder: When sending an
email that contains CUI, it
must be encrypted
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Fwd: Agency Information [Contains CUI]

Not. A Realemployee@dot.gov

Fwd: Agency Information [Contains CUI]

CUI//SP-PRVCYI/IFED ONLY

When attachment is removed, this email is
Uncontrolled Unclassified Information

Forwarded message
From: Lorem Ipsum <lorem.ipsum@nara.gov>
Date: Mon, June 22, 2018 at 8:20 AM
Subject: Agency Information [Contains CUI]
To: Random Employee <Random Employee@opm.gov>

CUI/ISP-PRVCYI/IFED ONLY
This Rule affects Federal executive branch agencies that handle CUI and all
organizations (sources) that handle, possess, use, share, or receive CUl--or which

operate, use, or have access to Federal Information and information systems on behalf
of an agency

Other Random Employee
Controlled Unclassified Information
Information Security Oversight Office

Agency Information [Contains CUI].docx (12K)

El: 0oe@=0




How do you mark or identify CUl in spreadsheets

CUl//SP-AIV
I f k - H Internal Review 1-Mar-20 FY20-Q2
= If you are working in
Draft 1-Jun-20 FY20-Q3
Draft 1-Apr-20 FY20-Q3
t h e sprea d S h e et ou —— TR T T
Complete Complete
Internal Review 1-Nov-19 FY20-Q1
- Complete Complet
need to modify the
Internal Review 1-Jun-20 FY20-Q3
Internal Review 1-Mar-20 FY20-Q2
h d d f t Developing Developing
eader anda/or rooter Paming | SB5apze | rvio-d
Internal Review 30-Sep-20 FY20-Q4
Draft 1-Oct-20 FY21-Qi1
Draft 30-Sep-20 FY20- Q4
Internal Review 1-Oct-21 FY22-Ql
Planning 1-Oct-21 Fyzz-Q1
Draft 30-Sep-20 FY20-Q4
H - Internal Review 1-Jun-20 FY20-Q3
» Here are some ways
. Complete Complete
Complete Complete
Complete Compl
— e a e r Complete Complete
Developing 31-Mar-21 FY21-Q2
s s M Complete Complete
— Complete Complete
filename indicator
Complete Complete
. Draft 31-Mar-20 FY20-Q2
(ex: contains CUI) TR
Internal Review 31-Mar-20 FY20-Q2
Draft 30-Sep-20 FY20-Q4
—_— C Ove rs h e et (a fte r Internal Review 30-Sep-20 FY20-Q4
Planni 1-Nov-20 FY21-Q1

Complete Complete

pri ntin g) Controlled by: Alan G. DOGW

l CONTROLLED
I IUNCLASS[F]ED

INFORMATION




How do you mark or identify CUl in PowerPoints

= Here are some ways:

- Apply banner marking e

— Filename indicator Controlled Unclassified Information
(ex. Contains CUI) Executive Order 13556

— Coversheet i Starcarcizad - Tronsriaare

. CONTROLLED
l I UNCLASSIFIED
[ NFORMATION

Information Security Oversight Office (ISOO)

. CONTROLLED
I I UNCLASSIFIED
INFORMATION




How do you mark or identify CUIl in databases or application

= Here are some ways:
- Apply banner marking to outputs when printing
- filename indicator (ex: contains CUI)
— Coversheet (upon printing)
- Splash screen (upon log in or initial access to system)

- Individual pages can carry a banner marking to indicate
Cu

l CONTROLLED
I I UNCLASSIFIED
INFORMATION



Marking Forms

= Forms that, when filled in, contain CUl, must be marked accordingly

= You may use a coversheet if there is not room at the top of the form

CUI//SP-PERS R 29100
when filled in Appiication for Federal Employment - S 171 2ot |

Read the
APPRAISAL - Associate (Employee) Self-A y Eﬁ
7 Ve e

PART |. ADMINISTRATIVE DATA

(Last, First, Midcle initiai) [OFFICE SYMBOL [DATE PERFORMANCE PERIOD (MM/DOD/YYYY)
ROM ||0 2 ool Secd]
PART II. INSTRUCTIONS 4 e caie Y

GENERAL GUIDELINES' Employees should complete and submit this form 1o their rating official for consideration in compieting the annual
a n a 0 ry performance appraisal. The summary should represent accomplishments as related o the outcomes and expectations from the date the performance

plan was 10 the end of the g period. Base the summary on accomglishments during the performance period. 6 Name Last ATTENTION
Summarize each outcome and expectation separately and write the summary as a past tense of the outcomes and expectations.
ating 533
o nt ro SPECIFIC GUIDELINES' List major accomplishments in bullet form as they relate to each critical element and the expectations detaded in your . - B et b Ppee cuwl L oename e

performance plan. You may aiso list training and developmental accomplishments, incluging seminars and/or conferences: any recopnition you i
received; recommended areas for future development. and specific training requests, If desired

M a rki ng PART lll. ACCOMPLISHMENTS

MAJIOR ACCOMPLISHMENTS: In bullet format. identfy the most important accomplishments achieved during this perormance period that apply 7 Oer rame
direclly 1o your position. (AMtach additional pages as necessary)

Fome Phond
Asea Code

10T

] remed

What s yous

Dates  hig|

AVAILABII|
F & can v
Month and

OTHER ACCOMPLISHMENTS: Identlly other accomplishments achieved during this performance period. (Altsch 8ddiionsl pages as necessary)
137
147w voowi
A o ATTENTION
B
cf
D. 1
E A
F v Hundlang oooage wprodaction sl & M 975 ed SocuEmens | mant
1577 be @ sccerdance wih 12 CTR Part 2007 and applicsble agacy pobey
Igentity any training or developmental needs of opportunities for the coming year. (Aftach additional B.1 Acrrs 0 md Gswamatos of ( cataled | x budnd hics Sl te
pages as necessary) N_‘“ aowed m necewany nd prrmssabie v e A hod 1) orpEETwE U o
ST
e o Fogme 1 of men proaded nd aces T A & cous W X 8
B 6 tatermue of o Lantsl Gowsment Popow sl @ ¢ mame coeted Wit
c 1 wyis e e erlemos md G e el oo e
LT
answer WO'|
18T o]
lieutanant c
T
PREVIOUS ED|
Page 1
EMPLOYEE SIGNATURE DATE
GENERAL SERVICES ADMINISTRATION GSA 3683 (REV. 1/2018)

l CONTROLLED
UNCLASSIFIED
INFORMATION




Marking Transmittal Documents

Mandatory | CUL/SP-EXPT/EXPTR/FED ONLY/NOFORN
- I.I: a tl‘a nsm Itta | d ocume nt Transmittal CUL/SP-EXPT/EXPTR/FED ONLY/NOFORN
. \ CUL/SP-EXPT/EXPTR/FED ONLY/NOFORN
accompanies CUI, it must LMessage

FORMATION SECURITY OVERSIGHT OFFIC
NFORMATIC ECURITY OVERSIGHT OFFICE zr\ISOO I

|
indicate that CUl is FAX CONTROLLED oA A
H When enclosure is removed, this s ]
a tta C h ed an d IN Cl u d e i . document is Uncontrolled Marking Sample r‘_‘:{_“:' |
(;'v:::i\;:togfﬁc:"ty Unclassified Information "E\‘__j‘:‘:
National Archives and Records June 20, 2018 '
Administration
700 Pennsylvania Ave, NW. To: Other Random Employee T ]
_ “W h e n e n C I OS u re iS (202) 357-6870 Fax number: (202) 357-6871/6872 jljtﬁ(;'zﬁ“ —
[==(
1 H From: Lorem Ipsum =
removed, this document is Fax mumbers (202 357-6871/6872
Uncontrolled Unclassified Date: 06.22.2018 potes oo [
Information” or Regarcing: e
Agency Information [Contains CUI] brsiodi (L
13 .
- W h en enc | osure Is Phone number for follow-up: ;
. . 202)357-6870 i B
removed, this document is o . rOm—n  [™3
Comments: e Tl

(CUI Category); upon
removal, this document
does not contain CUI”

The attachment contains CUI//SP-EXPT/EXPTR//FED ONLY/NOFORN.

7 -

Mandatory iy |
Message that
CUl is Present

l CONTROLLED
I | UNCLASSIFIED
INFORMATION




Shipping and Mailing

= CUI may be shipped

- Best practice is to track the package

[~
USPS TRACKING # L

o 3198 4004 0000 4000 000 10

D O N O Place Markings on
Packages/Envelopes

I CONTROLLED
I I UNCLASSIFIED
INFORMATION



Portion Markings

= Though not required, portion

CUI . . .
ﬁ ) D marking is a highly
epartment of Good Works -
Washington, D.C. 20006 encouraged pract|ce
June 27,2013 = CUI Portion Markings are
MEMORANDUM FOR THE DIRECTOR placed at the beginning Of
Portion

From: John E. Doe, Chief Division 5 Markings t h e po rti 0 n to W h i C h t h ey
SubW/ apply and must be used
Govermment protects and provides e Toomss o throughout the entire
information to advance th nal and public interest. d 0 C u m e n t

ad efforts to standardize and assess the

iformation through oversiht,pliy development, « When marking CUI, if a
portion of the document
does not contain CUI it can

be denoted as Uncontrolled
(U)

guidance, education, and reporting.

l CONTROLLED
I | UNCLASSIFIED
INFORMATION




Supplemental Administrative Marking

Departm of Good Works
Wash n, D.C. 20006

June 27, 201

MEMOJANDUM FOR THE DIRECTOR
. John E. Doe, Chief Divisio&

Subject: Examples Q

We support the President b ing that the Government
protects and provides er \geess to information to

CUI advance the nation 1c interest.
Banner We lead effort % ardize and assess the management
M k. of classified and CSQ@#0lled unclassified information
arking through sight, policy development, guidance
and reporting
Administrative
Indicator

l CONTROLLED
I | UNCLASSIFIED
INFORMATION

= Supplemental
Agency Markings
can be used to
denote non-final
status of a
document

= Cannot be used
to control CUI
and cannot be
commingled into
the CUI Banner
Marking




QUESTION #1

What are the 2 kinds of CUI?

A. Sensitive and Unsensitive

B. Basic and Specified
C. Classified and Unclassified




ANSWER: B CUI Basic and CUI Specified

Laws, Regulations, or Government-wide
policies require specific protections. For

CUI

Specified
(Requires example:
unique - Unique markings
markings) - Enhanced physical safeguards

- Limits on who can access the information

Laws, Regulations, or Government-wide
policies DO NOT require specific protections

CUI Basic

l CONTROLLED
I | UNCLASSIFIED
INFORMATION




QUESTION #2

True or False:

Your Agency does have to
alert the user of the presence of

CUI when logging into IT systems,
websites, browsers, or databases




ANSWER: TRUE System Markings

Agencies may authorize or require the
use of alternate CUl indicatorson IT
systems, websites, browsers, or
databases through agency CUI policy.
These may be used to alert users of the
presence of CUl where use of markings
has been waived by the agency head.

You must accept the license agreement before continuing,

You are accessinga U.S. Government (USG) information
system (IS) (whichincludes any device attached to this
information system) that is provided for U.S. Government
authorized use only. This system contains CUI. |
acknowledge that failure to abide by these terms and the
other parts of the user agreement may result in revoked or
suspended access privileges.

(¢ | accept the agreement
(" | do not accept the agreement

l CONTROLLED
I I UNCLASSIFIED
INFORMATION




QUESTION #3

True or False:

It is to include
a banner marking at the top of

the page to alert the user that
CUl is present?




ANSWER: TRUE CUIl Banner Marking
required) Marking
f | f |

l \
CUI OR CONTROLLED//CATEGORY//DISSEMINATION

MANDATORY:
CUI Banner Markings must appear on the top portion of the
page




QUESTION #4

TRUE OR FALSE:

When sending an email that contains

CUI you must include an indicator
marking in the subject line




Answer: FALSE

Marking Emails

When marking emailsitis | Optional
mandatory to include a f_“blect

: ine
_Bar)ner Marking to | Indicator
indicate that the email Marking

Fwd: Agency Information [Contains CUI]

Not.A.Realemployee@dot.gov (]

contains CUI
It is best practice to

Fwd: Agency Informilon [Contains CUI]

CUI//SP-PRVCYI/IFED ONLY

Please see the note from NARA.

--------- Forwarded message --------—-

From: Lorem Ipsum <lorem.ipsum@nara.gov>

Date: Mon, June 22, 2018 at 8:20 AM

Subject: Agency Information [Contains CUI]

To: Random Employee <Random Employee@opm.gov>

include an Indicator g":::::“y

Marking in the subject line Marking

If the email is forwarded,

the Banner Marking must

be carried forward

If sending an attachment

that contains CUI, the

name of the file can 2ff§22iient

contain a CUl indicator Indicator
Marking

l CONTROLLED
I | UNCLASSIFIED
INFORMATION

CUI//SP-PRVCY//FED ONLY

This Rule affects Federal executive branch agencies that handle CUI and all
organizations (sources) that handle, possess, use, share, or receive CUl--or which
operate. use, or have access to Federal Information and information systems on behalf
of an agency

Other Random Employee
Controlled Unclassified Information
Information Security Oversight Office

Agency Informaygn [Contains CUI].docx (12K) X

El: cem=o i W | -




QUESTION #5

True or False:
You can ONLY use FedEx or

UPS to mail CUI




Answer: FALSE Shipping and Mailing

= CUI may be shipped

Information Oversigl
National Archives and Records Administration
700 Pennsyivania Avenus, NV (Room S60)

- Best practice is to track the package i

[~
USPS TRACKING # L

o 3198 4004 0000 4000 000 10

D O N O Place Markings on
Packages/Envelopes

I CONTROLLED
I I UNCLASSIFIED
INFORMATION



QUESTION #6

True or False:

Below is an accurate example of how
to use Supplemental Administrative
Markings:

CUI//SP-DRAFT




Supplemental Administrative Marking

Answer:
FALSE

CUI
Banner
Marking

Administrative
Indicator

l CONTROLLED
I | UNCLASSIFIED
INFORMATION

Departm of Good Works
Wash n, D.C. 20006

June 27, 201

MEMOJ¥ANDUM FOR THE DIRECTOR

. John E. Doe, Chief Divisio&

Subject: Examples

We support the President b ing that the Government
protects and provides er \geess to information to
advance the nation ic interest.

We lead effort: % atdize and assess the management
of classified and CoQgOlled unclassified information
through

= Supplemental
Agency Markings
can be used to
denote non-final
status of a
document

= Cannot be used
to control CUI
and cannot be
commingled into
the CUI Banner
Marking




QUESTION #7

Yes or No:

Can you use the CUI

Coversheet in lieu of marking
a document?




Answer: YES Coversheet

CUI

ATTENTION

‘special insauctions, points of contact, e, f peaded.

ATTENTION

Al individuals handling this information are required to protect
it from wnauthorized disclosure

Handling. storage. reproduction. and disposition of the attached document’(s) must
be in accordance with 32 CER Part 2002 and applicable agency policy.

‘Access to and dissemination of Controlled Unclassified Information chall be
allowed as necessary and permissible to any individual(s), organization(s), or
grouping(s) of users, provided such access or dissemination is consistent with or in
futherance of a Lawiul Goverment Purpose and in a manner consistent with
applicable law, regulations, and Government-wide policies.

Standard Form 901:
Detailed Coversheet

= Coversheets are optional, and can replace Banner Markings
= [t canalso include categories/dissemination controls or list/originator designation
= Download from the CUl Registry at: www.archives.gov/cui/additional-tools

l CONTROLLED
I I UNCLASSIFIED
INFORMATION




Information Security Oversight Office
Attn: CUI Program
National Archives and Records Administration
700 Pennsylvania Avenue, N.W., Room 100
Washington, DC 20408-0001

l CONTROLLED
I UNCLASSIFIED

[NFORMATION

CUI@NARA.GOV

archives.gov/cui



