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Part 3: Elements of the CUI program
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CUI includes, but is not limited to:
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– Privacy (including Health)

– Tax

– Law Enforcement

– Critical Infrastructure

– Export Control

– Financial

– Intelligence 

– Privilege

– Unclassified Nuclear

– Procurement and Acquisition



Information Security Reform
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 Clarifies what to protect

 Defines safeguarding

 Reinforces existing LRGWP

 Promotes authorized information sharing



LRGWP

 Laws, Regulations, and Government-wide policies 
(LRGWP) identified what to protect but failed to say how.

 Agencies took steps to define protection through the 
issuance of policy and procedure

 Lack of oversight over sensitive information programs
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What we protect and How we protect it
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Implementation

 Implementation has begun 

– Program officials, resources, policy, training, systems, 

contracts, oversight

 CUI practices and Legacy practices will exist at the same 
time.  
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First Steps

 Selecting a Program Office

 Selecting a Senior Agency Official (SAO) and 
Program Manager (PM)

 Form a Working group

 Where are we now? (Data Call)
– Identify existing policies and practices

 Where do we need to be? (Plan)
– Conduct a crosswalk between existing policies and 

practices and the ones proposed by the CUI program.

8



A CUI Policy

 The tallest hurdle for most agencies at the 
moment.

 We have a draft/template policy that can be shared 
and we are happy to work with agencies by 
reviewing or commenting on planned policies.

 Make the right choices for your agency, be precise, 
allow for flexibility when possible through a 
process.

Do not forget to plan for changes to other affected 
policies.
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Training and Awareness

1. Awareness

2. Orientation

3. Specified

4. Refresher



Features

 Basic and Specified CUI

 Safeguarding
– physical

– electronic

 Marking

 Dissemination Controls

 Destruction

 Products to Assist
– Coversheet

– Marking Book

– Training videos
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CUI Basic and CUI Specified
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CUI Specified
(Requires unique 

markings)

CUI Basic

Laws, Regulations, or Government-wide policies 

require specific protections.  For example:  

- Unique markings

- Enhanced physical safeguards

- Limits on who can access the information

Laws, Regulations, or Government-wide policies 

DO NOT require specific protections.



Controlled Environments

 Controlled environment is any area or space an authorized 
holder deems to have adequate physical or procedural 
controls (e.g., barriers and managed access controls) for 
protecting CUI from unauthorized access or disclosure.  
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Reception Area used to 

control access to 

workspace.



Assessing physical environments

 Going beyond gates, guns, and guards:  Internal security

• Who works in the space?

• Who has access to the space during and after business 
hours?

• Do individual workspaces (cubes & offices) have 
adequate safeguards to prevent access (locking cabinets, 
drawers, or overhead bins)?

• Suitable for sensitive discussions?

14



Limit and control access to CUI within the workforce by 
establishing electronic barriers.

Assessing  electronic Environments
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Other Considerations 

 Personal Devices 

 Telework

 Bring/Use your own device

 USB Drives

 Travel

 Separation and transfers

 Insider Threats
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 Purpose is to inform or alert 
recipients/users that CUI is 
present and of any limited 
dissemination controls.

 Agencies must uniformly and 
conspicuously apply CUI 
markings to all CUI prior to 
disseminating it.

 The CUI banner marking must 
appear, at a minimum, at the top 
center of each page containing 
CUI.

Marking CUI
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Designation Indicator
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Mandatory 

Designating 
Agency Indicator

Designation Indicators show which agency made the document CUI and 

are mandatory

• It is best practice to include contact information

Optional Contact 

Information



Three Elements of the Banner Marking
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 The CUI Control Marking (mandatory) may consist 

consist of either “CONTROLLED” or “CUI.” 

 CUI Category Markings (mandatory for CUI 

Specified). CUI Control Markings and Category 

Category Markings are separated by two forward 

forward slashes (//). When including multiple 

multiple categories they are separated by a single 

single forward slash (/).

 Limited Dissemination Control Markings. Limited 

Limited Dissemination Control Markings are 

separated from the rest of the Banner Marking by 

CUI Banner Marking



CUI Specified Category Marking
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 The CUI Category Marking 
is mandatory for CUI 
Specified

 The general form for CUI 
Specified Category 
Marking is SP-SPECIFIED

CUI Registry:
https://www.archives.gov/cui/registry/category-

marking-list

Mandatory 

CUI 
Specified 

Category 
Marking

Mandatory CUI 

Control Marking



Multiple Categories
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 All CUI Specified must
precede all CUI Basic 
Markings

 The different categories 
are alphabetized within 
their type of CUI and 
separated by a single 
forward slash (/)

Mandatory CUI 

Control Marking Alphabetized 

CUI Specified 
Category 

Markings

Alphabetized 

CUI Basic 
Category 

Markings



Limited Dissemination Controls
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 Limited Dissemination 
Controls can be applied to 
limit sharing or to convey 
convey requirements in 
LRGWP

 They are separated from 
the rest of the Banner 
Marking by a double 
forward slash (//)

Limited 

Dissemination 
Control Marking



Marking Multiple Pages
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 The CUI Banner Marking 
reflects the categories of 
CUI that are in the entire 
document and is 
consistent throughout 
even if not all categories 
of CUI are on all pages



Supplemental Administrative Markings
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 Supplemental Administrative 
Markings may not be 
incorporated into the Banner 
Marking or mixed with CUI 
Markings



Coversheet
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 Coversheets are optional, but can replace Banner Markings

 Download from the CUI Registry at: www.archives.gov/cui/additional-tools

Standard Form 901:
Detailed Coversheet 

(categories, special instructions, 

points of contact)



Marking Forms
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 Forms that, when filled in, contain CUI, must be marked accordingly

 You may use a coversheet if there is not room at the top of the form
CONTROLLED//SP-PERS

when filled in

Mandatory 
CUI 
Control 
Marking



Marking Emails
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 When marking emails it is 
mandatory to include a 
Banner Marking to indicate 
that the email contains CUI

 It is best practice to include 
an Indicator Marking in the 
subject line

 If the email is forwarded, 
the Banner Marking must
be carried forward

 If sending an attachment 
that contains CUI, the 
name of the file can 
contain a CUI indicator

Mandatory 

Banner 
Marking

Optional 

Subject 
Line 

Indicator 
Marking

Optional 

Attachment 
Indicator 

Marking



Marking Transmittal Documents

28

 If a transmittal document 
accompanies CUI, it must
indicate that CUI is 
attached and include
 “When enclosure is removed, 

this document is Uncontrolled 

Unclassified Information” or

 “When enclosure is removed, 

this document is (CUI 

Category); upon removal, this 

document does not contain 

CUI”

Mandatory 

Message that 
CUI is Present

Mandatory 

Transmittal 
Message



Shipping and Mailing
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DO NOT Place Markings on 

Packages/Envelopes

 CUI may be shipped
 Best practice is to track the package



Decontrol and Marking
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 Follow your agency’s 
policy to remove or strike 
markings on decontrolled 
CUI on the
 Cover page

 First page

 First page of any attachment

 Decontrolled CUI is still 
subject to the agency’s 
release procedures



Bulk & System Markings
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Agencies may authorize or require the 
use of alternate CUI indicators on IT 
systems, websites, browsers, or 
databases through agency CUI policy. 
These may be used to alert users of the 
presence of CUI where use of markings 
has been waived by the agency head.



Legacy Information and Markings
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All legacy information 

is not automatically 

CUI. Agencies must 

determine what 

legacy information 

qualifies as CUI



Destruction

 Unreadable, Indecipherable, and Irrecoverable

 Other methods acceptable with verification and 
documentation 
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Approved Destruction Methods
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• Identify equipment approved for CUI destruction.  



Products to assist
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CUI Overview Video (11 Minutes)



CUI Blog 
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Questions?
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