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The Program, Implementation, and
Features
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Part 1: Intro to CUI
Part 2: CUI Notice 2017-01

Part 3: Elements of the CUI program




CUI includes, but Iis not limited to:

— Privacy (including Health) — Financial

— Tax — Intelligence

— Law Enforcement — Privilege

— Critical Infrastructure — Unclassified Nuclear

— Export Control — Procurement and Acquisition
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Information Security Reform

Clarifies what to protect
Defines safeguarding
Reinforces existing LRGWP

CONTROLLED
UNCLASSIFIED
[NFORMATION

Promotes authorized information sharing

CUI

ATTENTION




LRGWP

= Laws, Regulations, and Government-wide policies
(LRGWP) identified what to protect but failed to say how.

= Agencies took steps to define protection through the
Issuance of policy and procedure

= Lack of oversight over sensitive information programs




What we protect and H

OW We protect it

www.archives.gov/cui

classified Information (CUI)

Established by Executive Order 13556, the Controlied Unclassified Information (CUI) program

NIST Special Publication 800-171

Revision 1

Protecting Controlled Unclassified
deral Systems
Organizations

standardizes the way the Executive branch handies unclassified Information that requires.
safeguarding or dissemination controls pursuant 10 and consistent with law, reguiations, and
Govemment-wide policies. Learn About CUI+
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Implementation

= Implementation has begun

— Program officials, resources, policy, training, systems,
contracts, oversight

= CUI practices and Legacy practices will exist at the same
time.
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First Steps

= Selecting a Program Office

= Selecting a Senior Agency Official (SAO) and
Program Manager (PM)

* Form a Working group
= Where are we now? (Data Call)
— ldentify existing policies and practices

= Where do we need to be? (Plan)

— Conduct a crosswalk between existing policies and
practices and the ones proposed by the CUI program.




A CUI Policy

= The tallest hurdle for most agencies at the
moment.

= We have a draft/template policy that can be shared
and we are happy to work with agencies by
reviewing or commenting on planned policies.

= Make the right choices for your agency, be precise,
allow for flexibility when possible through a
process.

Do not forget to plan for changes to other affected
policies.




Training and Awareness
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Features

= Basic and Specified CUI

= Safeguarding
— physical
— electronic

= Marking
= Dissemination Controls
= Destruction

= Products to Assist
— Coversheet
— Marking Book
— Training videos
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CUI Basic and CUI Specified

Laws, Regulations, or Government-wide policies

CUI Specified require specific protections. For example:
(Requires unique - Unique markings
markings) - Enhanced physical safeguards

- Limits on who can access the information

Laws, Regulations, or Government-wide policies
DO NOT require specific protections.

l CONTROLLED
I l UNCLASSIFIED
[NFORMATION



Controlled Environments

= Controlled environment is any area or space an authorized
holder deems to have adequate physical or procedural
controls (e.g., barriers and managed access controls) for
protecting CUI from unauthorized access or disclosure.

Reception Area used to

! < control access to
B > workspace.
<>
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Assessing physical environments

= Going beyond gates, guns, and guards: Internal security

 Who works in the space?

 Who has access to the space during and after business
hours?

* Do individual workspaces (cubes & offices) have
adeqguate safeguards to prevent access (locking cabinets,
drawers, or overhead bins)?

* Suitable for sensitive discussions?




Assessing electronic Environments

Limit and control access to CUI within the workforce by
establishing electronic barriers.

#J’ sess,
~ Who kas access?
Who needs access?

(¢ access removed when no

/wg/e/‘ needed?

Docamentation 7
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Other Considerations

= Personal Devices
= Telework

= Bring/Use your own device
= USB Drives

= Travel

= Separation and transfers
» Insider Threats
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Marking CUI

= Purpose is to inform or alert
recipients/users that CUI is
present and of any limited
dissemination controls.

= Agencies must uniformly and
conspicuously apply CUI
markings to all CUI prior to
disseminating it.

CUI/CATEGORY//DISSEMINATION

INFORMATION SECURITY ()RMAIG L St

INFORMATION SECURITY OVERSIGHT OFFICE
NATIONAL ARCHIVES and RECORD 1oN ISOO
00 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHIN aoot ‘

CUINotice 2018-XX: Ci lled Unclassified Infc ion (CUI) Marking Sample

Tune 20, 2018
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Background and Authority

Definitions

Guidance
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* The CUI banner marking must
appear, at a minimum, at the top
center of each page containing
CUL.
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Designation Indicator

Designation Indicators show which agency made the document CUI and
are mandatory
« |t is best practice to include contact information

CcuI
INFORMATION SECURITY OVERSIGHT OFFICE
NATIONAL ARCHIVES and RECORDS ADMINISTRATION ISOO
700 PENNSYIVANIA AVENUTE, NW, ROOM 100 WASHINGTON, DC 20408-0001 AT e
www.archives.gov/ison OVERSIGHT OFFICE

CUI Notice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

June 20, 2018

Mandatory
Designating
Agency Indicator

Optional Contact
Information

Andy NotRealEmployee
Andy NotRealEmployee@agency.gov
202-555-1234
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Three Elements of the Banner Marking

> The CUI Control Marking (mandatory) may consist
consist of either “CONTROLLED” or “CUL.”

> CUI Category Markings (mandatory for CUI
Specified). CUl Control Markings and Category
Category Markings are separated by two forward
forward slashes (//). When including multiple
multiple categories they are separated by a single
single forward slash (/).

> Limited Dissemination Control Markings. Limited
Limited Dissemination Control Markings are
separated from the rest of the Banner Marking by
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| cui Banner Marking |

CUL/CATEGORY//DISSEMINATION

INIORMAI’IOP\ SECURITY
OVERSIGHT OFFICE

INFORMATION SECURITY OVERSIGHT OFFICE
ATIONAL ARCHIVES and R IRDS ADMINISTRAT ISOO

00 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGTOR 5-0001

www.archives, gov/isoo

CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

June 20, 2018
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CUI Specified Category Marking

Mandatory CL_JI
> The CUI Category Marking ! Loontro Marking

's mandatory for CUI Em—
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> Th e g e n e ral fo rm fo r C U | CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample C UI
SpeC|f|ed Category Tune 20, 2018 SDECIerd
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Guidance

CUI Registry:
https://www.archives.gov/cui/registry/category-
marking-list
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Multiple Categories

» All CUI Specified must
precede all CUI Basic
Markings

» The different categories
are alphabetized within
their type of CUI and
separated by a single
forward slash (/)
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Mandatory CUI
Control Marking

A

700 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGTON, DC 20408-0001

CUI/7SP—HLTH/SP-PRVCY/ DREC/STUD

INFORMATION SECURITY OVERSIGHT OFFICE

NATIONAL ARCHIVES and RECORDS ADMINISTRATION

www.archi

CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

Alphabetized
CUI Specified
Category
Markings

June 20, 2018
Purpose
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Y s iy Fen Il nytss o apsie s e
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Guidance
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Alphabetized
CUIl Basic
Category
Markings




Limited Dissemination Controls

» Limited Dissemination
Controls can be applied to
limitsharing or to convey
convey requirements in
LRGWP

» They are separated from
the rest of the Banner
Marking by a double
forward slash (//)
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CULl/SP-EXPT//NOFORN \
INFORMATION SECURITY OVERSIGHT OFFICE —= |_ | m |ted

NATIONAL ARCHIVES and RECORDS ADMINISTRATION :;‘ ISOO

O PENNSYLVANIA AVENUT, NW, ROOM 100 WASHINGTON, DC 20408.0001

CUI Notice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

QIO SOV Dissemination
Control Marking

Purpose
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June 20, 2018 i?
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Background and Authority

700 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGTON, DC 20408-0001

CUI/DL ONLY

INFORMATION SECURITY OVERSIGHT OFFICE
NATIONAL ARCHIVES gad RECORDS ADMINISTRATION ‘ ISOO

INFORMATION SECURITY

www.arc ‘HI 5.80v/i50, OVERSIGHT OFFICE

CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

June 20, 2018
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Marking Multiple Pages

» The CUI Banner Marking
reflects the categories of
CUI that are in the entire
document and is
consistent throughout
even if not all categories
of CUI are on all pages
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CUI//SP-EXPT/EXPTR/FED ONLY/NOFORN

700 PENNSYIVANIA AVENUE NW, ROOM 100

CUL/SP-EXPT/EXPTR//FED ONLY/NOFORN

ﬁlSOO

INFORMATION SECURITY OVERSIGHT OFFICHE

NATIONAL ARCHIVES and RECORDS ADMINISTRATION

WASHINGTON, DC 204080001
INFORMATION SECURITY

www archives,go OVERSIGHT OFFICE

CUI Notice 2018-XX: Controlled Unclassifie d Information (CUI) Marking Sample

June 20, 2018
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Supplemental Administrative Markings

» Supplemental Administrative cur
Markings may not be e il i %‘[S()Q

700 PENNSYLVANIA AVENU NW. ROOM 100 WASHINGTON, DC 20408-000
PE YLVANIA AVE E.NW. R Al ASHI T [ 0408-0001 INFORMATION SECURITY

incorporated into the Ba nner CUINotice 2018-XX: Controlled U "'I:w:i’ﬁl:ld”I:lfpwh::i (CUuDM k:,E:lGHTl .
Marking or mixed with CUI
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Coversheet

CUI

ATTENTION

ATTENTION

All individuals handling this information are required to protect

Standard Form 901:
Detailed Coversheet
(categories, special instructions,

. oints of contact .
oversheets are optional, But can repﬁgce Banner Markings

> C
» Download from the CUI Registry at: www.archives.gov/cui/additional-tools
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Marking Forms

» Forms that, when filled in, contain CUI, must be marked accordingly
» You may use a coversheet if there is not room at the top of the form

CONTROLLED//SP-PERS Apphcauon for Federal Employment - SF 171 prp— |

when filled in Py
APPRAISAL - Associate (Employee) Self-A S M
{ b Y 1 finas kine of

PART |. ADMINISTRATIVE DATA

[OFFICE SYMBOL [DATE PERFORMANCE PERIOD (L/DOT ¥ YY)
oM 1o 2 Touased
PART Il. INSTRUCTIONS 4 " i |
GENERAL GUIDELINES: Empleyees should complete and submit this form to their rsting official for conssderation in completing the annual
a n a ory performanca appraisal. The surmary should represent & related 1o the oube and ions from the: date the performance A l l l N ] l( N
plan wes i i 1o the end of the. bng period. Base the summary on accomglishments during the perlomance period § Mame fLast 4 i i
Summarize each culeoms Bnd expectabion separately and write e summary 55 3 past tense of the cutoomes and expactstions —

4% GuE Bl s Ml Soemasns asrd

( U I SPECIFIC GUIDELINES: List major accomplishments in bullet form as ey relate to each eriical element and the expectations detaded in your
performance plan. You may sise list raining and developmental accomplishments, including seminars andior conferences; any recognition you B T
received; recommended areas for fubure development. and specific iraining requesis, If desired.
PART llil. ACCOMPLISHMENTS
: In bullet format, identy the most important accomplishments achieved during this performance period that apply 7 Oreinamd

Control
. oot pogos o0 mocecean]
arking j—

Arua Code

il " o of o o -

Yoo |
W0

] vemedd

Wihat is you

OTHER ACCOMPLISHMENTS: Identify oiher accompisnments acheved during s peronmance period. (ARach Sodiionsl pSgEs 83 necessary)
437 e o]
PP =
54 ATTENTION
&
ct Al sdradanls Mnding e adametas &0 N 1
o RN N e T o
E o
F g Aarpe 1w cda toe Sgounon of Gr s hed Socmmms | mast
45 Are e il be @ sccondemce wih 12 CFR Part 2000 and apphcsble apency pobicy
As
: ldentity any training or developmenial needs or cpportunities for the coming year. (Aftach addiional a1 Accem © el Scrssutie of ( aSuled | u lsadnd biccsatos dul e
pages as necessary) - C“I* Womend b e e, md jermsiatee e mdc adand o pERCEaes . o
A e Fogmr Amen poasd sxdacen 3 Armmme n w1 8
B & tatemua e o 0 Lontu o wrssmendt Papow sl & 0 e cacutent w
C 1 pla shie e sepdenom mad Govemmes wide julbon

Hawe you 5
R
answer W]

18

T o &7 ]
leusiznan c;

e |
PREVIOUS ED|
Page 1

EMPLOYEE SIGNATURE DATE

GENERAL SERVICES ADMINISTRATION GSA 3683 (REV. 1/2018)
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Marking Emails

» Whenmarking emailsitis
mandatory to include a
Banner Marking to indicate
that the email contains CUI

» It is best practice to include
an Indicator Marking in the
subjectline

> If the email is forwarded,
the Banner Marking must
be carried forward

» If sending an attachment
that contains CUI, the

Optional
Subject
Line

Fwd: Agency Information [Contains CUI]

Mot A Realemployee@dot.gov &

Indicator
Marking

Mandatory
Banner
Marking

name of the file can
contain a CUI indicator

Optional

Fwd: Agency Information [Contains CUI]

CUI/fSP-PRVCY/JFED ONLY

Please see the note from NARA.

—————————— Forwarded message -—————-

From: Lorem lpsum <lorem.ipsum(@nara.gov>

Date: Mon, June 22, 2018 at 5:20 AM

Subject: Agency Information [Contains CUI]

To: Random Employee <Random Employee@opm.gov=

CUI/SP-PRVCY/NFED ONLY

This Rule affects Federal executive branch agencies that handle CUI and all
organizations (sources) that handle, possess, use, share, or receive CUl--or which
operate, use, or have access to Federal Information and information systems on behalf
of an agency

Other Random Employee
Controlled Unclassified Information
Information Securnty Cversight Office

Agency Informatiqp [Contains CUl].docx (12K) X

Attachment
Indicator
Marking
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Marking Transmittal Documents

> If atransmittal document

accompanies CUI, it must

CULU/SP-EXPT/EXPTR//FED ONLY/NOFORN

Mandatory
Tr ansm i tt a| CUI/SP-EXPT/EXPTR//FED ONLY/NOFORN
Mess ag e CUI/SP-EXPT/EXPTR//FED ONLY/NOFORN

Indicate that CUI is
attached and include

» “When enclosure is removed,
this document is Uncontrolled
Unclassified Information” or

“When enclosure is removed,
this document is (CUI
Category); upon removal, this
document does not contain
cul”

Mandatory
Message that
CUlis Present

CONTROLLED
UNCLASSIFIED
[NFORMATION

I

RMATION SECURITY OVERSIGHT OFFICE
QA TONAL ARCHIVE nd RECORDS ADMINISTRATION ISOO
TO0 PENNSYLVANIA A UF. NW, ROOM 10 WASHINGTON, DC 20408-0001 l\fOl{M_\llON SECURITY
v.u-w.m.v’un':._qu\ is OVERSIGHT OFFICE
CONTROLLED Marking Sample oy
When enclosure is removed, this W o
. . document is Uncontrolled June 20,2018
Information Security Unclassified Inf ti
O ight Office nclassined Inrormacon -
Hational Archives and Records ommiimn Caremt -
Administration EAE 2 T ~
700 Pennsylvania Ave, HW. To: Other Random Employee B¢
(202) 357-6870 Fax number: (202) 357-6871/6872
From: Lorem Ipsum

Fax number: (202) 357-6871/6872

Date: 06.22.2018

Regarding:
Agency Information [Contains CUI]

Phone number for follow-up:
(202)357-6870

Comments:

The attachment contains CUI/ /SP-EXPT/EXPTR//FED ONLY/NOFORN.

=
gk

L2 g




Shipping and Mailing

» CUI may be shipped

» Best practice is to track the package

information nt Offics
Nationai Archives and Rscords Administration
700 Penneyivania Avenus, NVY {Room 560)
Washington. DC 20488

D O N O Place Markings on
Packages/Envelopes

[~ L)
UAPS TRACKING # :

© W s oot o0t vose 0

. CONTROLLED
I I UNCLASSIFIED
INFORMATION



Decontrol and Marking

) INFORMATION SECURITY OVERSIGHT OFFICE ? >
> FOI I OW you r agency S NATIONAL ARCHIVES aud RECORDS ADMINISTRATION ISOO
. B 700 PENNSYLVANIA AVENUE, NW. ROOM 100 WASHINGTON, DC 20408-0001 ‘ INFORMATION SEGURKTY.
OVE!
policy to remove or strike

RSIGHT OFFICE

ROST/SERV

'T) Marking Sample
markings on decontrolled | s o o el
g D AL AR VES g “9 S ADYMINISTRATION ISOO
700 PENNSYLVANIA AVENL J. R R, DC 20408-0001 e = e June 20, 2018
CUI On the Pww.archives.govsisoo K TN GVERSIGHT: OFFICE ¥
i (: Cg#ftrolled Unclassified Information (CUI) Marking Sample =it Orete]
insep 66 0oR

» Cover page
> First page
> First page of any attachment seatelel
» Decontrolled CUI is still w
subject to the agency’s '
release procedures

PN

/’m‘.— Tl 5K Bl
il G O Rsgising, S5 3

Definitions
Tl =l & G sutes g TN _,rjrj =) 3 anledeing b, Bpssie,  Sremmesiatis i

ity . epiEtm, o Ssrammss-
DRRATD.

O Speslited & (e sxivsd &FCTN fir wivhsh (s animtatng g, gk, & Sormme=

'*Tri!‘r,vr,. s G iy e Tt B e 07 PR S t0 S R frss eevening to s
s G Gomes e U Wi, B3 ) TEIRAGS, L s 2 T
) B mat et s G, amd 3

Guidance

& TR B _.’_nJIE..’-": 3&"”7-“"‘“ N e s S=wmieisd
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Bulk & System Markings

Agencies may authorize or require the
use of alternate CUI indicators onIT
systems, websites, browsers, or
databases through agency CUI policy.
These may be used to alert users of the
presence of CUI where use of markings
has been waived by the agency head.

You must accept the license agreement before continuing,

You are accessinga U.S. Government (USG) information
system (IS) (whichincludes any device attached to this
information system) that is provided for U.S. Government
authorized use only. This system contains CUL. |
acknowledge that failure to abide by these terms and the
other parts of the user agreement may result in revoked or
suspended access privileges.

(¢ | accept the agreement
(" | do not accept the agreement
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Legacy Information and Markings

CUI//CATEGORY//DISSEMINATION

FOUO st
" J
OUO INFORMATION SECURITY OVERSIGHT OFFICE

ON SECURITY
OFFICE

T
CUINotice 2018-XX: Controlled Unclassified Information (CUI) Marking Sample

i=Ts LS All legacy information

June 20, 2018

U A2t b ant=fm Gareed

A “oles (ontractual Sensitive
AT it [ss, IS not automatically o e R
2 =5 R CUI. Agencies must
e determine what
\ " \/ | L legacy information

E qualifies as CUI
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= Unreadable, Indecipherable, and Irrecoverable

= Other methods acceptable with verification and
documentation

NOT APPROVED
APPROVED
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Approved Destruction Methods

* |dentify equipment approved for CUI destruction.

INFORMATION SECURITY : ,
OVERSIG(HT OFFICE l NFORMATION

ISOO . CONTROLLED
‘ I I UNCLASSIFIED

This equipment has been approved for the destruction
of Controlled Unclassified Information (CUI).

Inspected and Approved by: Date: Serial Number:
. . ABCD987654321
Quinn Cummings, CUlI PM 7/18/2017 Make,/Model:
This Shredder/XXX
Note: Only equipment which produces particles that are 1 mim x 5 mm (0,04 in. x 0.2 in.) in size (or smaller)

may be approved. Please direct any questions Lo
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Products to assist

Marking

CONTROLLED

II I UNCLASSIFIED

INFORMATION

2016
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CUI Overview Video (11 Minutes)

What to report ‘ Decontrol and Markin
What is CUI? <

CUl incidents include but are not limited to:
= |mproper storage of CUI
= Actual or suspected mishandling of CUI

or strike all markings on decontrolled

Information that requires protection.

= When unauthorized individuals gain access to CUI (physical or electrt pd
= Unauthorized release of CUI (to public facing websites or to unauthor] fpose sed G ) =
individuals) e‘t‘)‘fif,iff ted RANDUM FOR THE DIRECTOR
From: John E. Doe, Chief Division §
= Suspicious behavior from the workforce (Insider Threats) o D S A
- General disregard ity proced ; .
Bard forseoify g igency policy to remove or strike CUI only

- Seeking access to information outside the scope of current responsibilities
- Attempting to enter or access to sensitive areas (where CUI is stored, discusse|

egulations

oir_f;ro

processed) )L age,
e s page, or
Follow your agency policy and procedures regarding how to report incid: INSeturm Qe et ols,
rk._. Legacy)g e 32 age of any attachment.
3 e 32 @0
TKING==ss ¢

E”":

o
C
Do

[T

= Never use trash cans or
recycling bins to dispose of CUI

CUI may be shipped through:
= |nteragency mail systems
= United States Postal Service

= Commercial Delivery Services

= Automated Tracking is a best practice

CUI Basic and CUI Specified

Laws, Regulations, or Government-wide policies
require specific protections. For example
Unique markings
B PROVED
Enhanced physical safeguardsl . APPRCUL
Limits on who can access the information DESTRUCTION

CUI Specified
(Requires unique
markings)

Place Markings on
Packages or Envelops!

Laws, Regulations, or Government-wide policies
DO NOT require specific protections.

CUI Basic
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CUI Blog

l CONTROLLED NHE NATIONAL ARCHIVES
UNCLASSIFIED

[ NFORMATION UI PROGRAM BLOG

Home About the Blog About the Bloggers Comment and Posting Policy  CUI: The High Notes

Follow Bleg via Email
Click to follow this blog and receive
notifications of new posts by email.

Upcoming Events
No upcoming events

Archives
|Selact Month v |

Topics

= Common questions
= CUIRegistrv

= Events & reviews

= FOIA & Privacy Act
= (Generzl updates

= Marking & examples
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Questions?

(0p)
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7
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Unclassified
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